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Internet Measurements
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Why Internet measurements?

&) Analyze deployment of old and new protocols

Evaluate performance, resilience, security,...

[ #  Better understand the current state of the Internet
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Active measurements

e Actively send probe packets to target
hosts
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Passive measurements
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Passive measurements

e Passively observe traffic in the network
: . &
e Analyze traffic to draw conclusions @
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e Analogy: Watch a documentary to learn
more about a country



Two measurement projects

1. The Lockdown Effect 2. IPv6 Hitlist
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The Lockdown Effect



COVID-19 and the Internet

euronews.
Coronavirus: Half of humanity now on lockdown as 90
countries call for confinement
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Under lockdown, Italy's social and family
life goes virtual



COVID-19 and the Internet

euronews.
Coronavirus: Half of humanity now on lockdown as 90
countries call for confinement

€he New Aork Eimes
Working From Home: How Coronavirus

Could Affect the Workplace
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Will Shift to Remote Teaching Be Boon or Bane for Online

Learning?

REUTERS
Under lockdown, Italy's social and family
life goes virtual

The Internet is essential in all these efforts,
but how well does it cope?
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Lots of passive measurement data

IXP Central Europe ¢ ?L m Central Europe
IXP Southern Europe ' Residential customers

IXP US East Coast q working from home

Interconnecting networks

Madrid region

Service network interconnecting
universities and research institutions



Traffic changes
in different networks



Traffic changes: Jan. '19 - Jun. '20
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Once the lockdown started the ISP saw a +30% traffic increase.



Traffic changes: Jan.

Normalized traffic volume

19 — Jun. '20
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Similar behavior for the three IXPs.



B h 1
ISP, Europe (>15M fixed-network lines) n
VID-1 tl k
IXP, Central Europe (>900 members) : |CO 9 outbreak in Europe |
IXP, South Europe (>170 members) 1 N
1.44 IXP, US East Coast (»250 members) i [Initial responses and lockdowns|
o -4-- Mobile operator, Europe (>40M customers) :
£ I
= .
g12 | Chn
o 4 a
£ | [
s 1 s A %
T 1.0 A P s i Ve S
g AT AN L o) S
= w4 FE o Wi
: N W
5 Mo 1
0.8 AL
2 . Fhd * |
P 4 1
LN .
s AT 1
YN 1
061 % ]
2019 | 2020
OV X 0B OQINORADAYANAOAR DAV DD OV p* O RP YV * O DB VI NODAD AV AXAOAD

Calendar week

Mobile traffic decreased measurably after the lockdown.



Workday vs. weekend patterns



Workday vs. weekend patterns

1.01 Il Wednesday Feb 19

0.81

0.6 1

Normalized traffic volume

o
N

0123 456 7 8 91011121314151617181920212223
Hour of the day



Workday vs. weekend patterns

| Il Wednesday Feb 19

0123 456 7 8 91011121314151617181920212223
Hour of the day

o o o =
IN o o o

Normalized traffic volume

o
N]

o
o

Regular workday: Strong increase in evening hours.

16



Workday vs. weekend patterns
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Regular weekend: More traffic during daytime.
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Workday vs. weekend patterns

Wednesday Feb 19
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I Wednesday Mar 25 (lockdown)
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During lockdown: Workdays look more like weekends.
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Workday vs. weekend patterns
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Classify days into workdays or weekends using traffic patterns.



Workday vs. weekend patterns
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Pre-lockdown: Most days are classified correctly.



Workday vs. weekend patterns
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Workday vs. weekend patterns
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During lockdown: Workdays are classified as weekends,
recovering mid-May.



Application-level traffic changes



Classify traffic by application class



Classify traffic by application class

Base week IXP

WeP 00(\‘
\No(y;\(\g
oo™ © “\,‘;\\
NoY
Ga“\’\(\g

o

(%)

od‘a\“\

S @
oo

o



Classify traffic by application class

Base week IXP
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Classify traffic by application class
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Classify traffic by application class
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March: Increase in web conferencing, video, and gaming



Changes in application classes
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Changes in application classes
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April & June: Strong increase in web conferencing,
decrease in social media and CDN



VPN traffic



Normalized traffic volume
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Normalized traffic volume

VPN traffic
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How did educational traffic change?
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How did edu traffic change?
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e Increase in incoming web and VPN traffic




Relative daily growth (Log)

How did edu traffic change?
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RIPE 81 polls

e RIPE 81: Meeting of European network operators
e October 27,2020

e Operators answered polls in the plenary
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Traffic changes in their networks
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0% . ; ;
Increase No change Decrease

e Majority of networks see a traffic increase
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Preparedness for 2nd lockdown

50% A

40% 1

30% A

20% A
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Be’éter Simi'IarIy Not prépared

e One third are better prepared
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Two measurement projects

1. The Lockdown Effect 2. IPv6 Hitlist
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Two measurement projects

1. The Lockdown Effect 2. IPv6 Hitlist

IMC 2020: The Lockdown Effect


https://dl.acm.org/doi/10.1145/3419394.3423658

Two measurement projects

1. The Lockdown Effect 2. IPv6 Hitlist
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IMC 2020: The Lockdown Effect


https://dl.acm.org/doi/10.1145/3419394.3423658

IPv6 Hitlist
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Target selection

Active Measurements

o Actively send probe packets to target
hosts
=3 h
e Analyze responses to draw conclusions '|:|

e Analog: Travel to a country to learn more
about it

But how do we select the targets?



IPv4

e Fast measurement tools allow IPv4-wide scans
of ~ 4 billion addresses

e Completes within days or hours

e Fire and forget

33
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Is IPv4 enough?
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Is IPv4 enough?
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IPVv6

Vast address space:

1038 addresses






E \' '.‘..;"’ : ' u
Estlmated number dstars in the unlverse' gt

' lokstarsg

. v G .. 4 i o & . -'. : \”\ ;
! y : s . P i “
e BT Yy »









IPv6 hitlist



IPv6 hitlist



IPv6 hitlist

Domainlists
FDNS

CT

AXFR
Bitnodes
RIPE Atlas
Scamper
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IPv6 hitlist
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Hitlist biases

Biased hitlists can lead to biased
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Hitlist biases

Biased hitlists can lead to biased
measurement results

e Balancedness of sources

e Aliased prefixes
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Balancedness of sources
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e Domainlists, CT quite unbalanced

e RIPE Atlas and Bitnodes more balanced



Aliased prefixes

e Alias: another address of the same host
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Aliased prefixes
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host (2001 :db8:8:4::/64)



Aliased prefixes

e Alias: another address of the same host
(2001:db8:8:4::1,2001:db8:8:4::2)

e Aliased prefix: whole prefix bound to the same
host (2001 :db8:8:4::/64)

® Bias: some hosts overrepresented due to aliased
prefixes



Allased prefixes

All prefixes covered by hitlist.
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Allased preflxes

All prefixes covered by hitlist.

Aliased prefixes.
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Allased preflxes
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IPv6 Hitlist Service



Responsive addres

ipv6hitlist.github.io

Responsive addresses in IPv6 hitlist
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https://ipv6hitlist.github.io
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n IPv6 hitlist =

e Daily IPv6 hitlists and aliased prefixes
e Continuously running since July 2018

e Used by dozens of researchers


https://ipv6hitlist.github.io

Users of the IPv6 Hitlist



Users of the IPv6 Hitlist

Spoofing detection



Users of the IPv6 Hitlist

Spoofing detection Host security



Users of the IPv6 Hitlist

Spoofing detection Host security

DNS security



Users of the IPv6 Hitlist

Spoofing detection Host security

DNS security Load balancing



What we found



IPv6 hitlist


https://ipv6hitlist.github.io
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https://ipv6hitlist.github.io

Two measurement projects

1. The Lockdown Effect 2. IPv6 Hitlist

IMC 2020: The Lockdown Effect


https://dl.acm.org/doi/10.1145/3419394.3423658
https://dl.acm.org/doi/10.1145/3278532.3278564

Two measurement projects

1. The Lockdown Effect 2. IPv6 Hitlist

IMC 2020: The Lockdown Effect IMC 2018: Clusters in the Expanse


https://dl.acm.org/doi/10.1145/3419394.3423658
https://dl.acm.org/doi/10.1145/3278532.3278564

What’s next?



Current measurement projects

1. Multipath
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Current measurement projects

1. Multipath 2. Anycast
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Internet Measurements



Conclusion

¢ Internet measurements: Important tool to
quantify phenomena in the network


mailto:oliver.gasser@mpi-inf.mpg.de
https://www.mpi-inf.mpg.de/~ogasser

Conclusion

¢ Internet measurements: Important tool to
quantify phenomena in the network

e Lockdown effect: Societal changes are directly
reflected in the Internet
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